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Abstract

In this paper, the encryption of Hindi plaintext using the modified affine cipher technique is reported. The numerical
equivalents of the characters of Hindi were retrieved in Matlab 2016. Using Hindi characters for encryption, increases the level
of security of the substitution cipher because of the availability of more characters for encryption in comparison to English.
According to a cryptanalyst, any substitution cipher can be broken easily specially using the frequency analysis therefore it is
proposed to divide the plaintext in small groups and then assigned different keys to different section of the text. In current work
the plain text is divided into the number of groups of four characters and each group is assigned with a pair of co-prime
numbers. Hence, total 8 keys will be required to encrypt a plain text of length 16 characters. By doing this, a specific plaintext
character can be encrypted in different characters therefore the possibility of decrypting the message by frequency is very less.
Here symmetric key cryptography is used hence only the sender and receiver know the security key i.e. they share the same
key. It can be predicted that, if we encrypt Hindi plaintext message using above mentioned process, then it is impossible to
decrypt the encrypted message without knowing security keys.
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cryptography, the original text is encrypted using a specific
1. Introduction algorithm. This encryption is done using some confidential
security keys, which is known to sender and receiver only.
Without the security keys, it’s a very difficult task for anyone
to decrypt the messages [1-4]. Most of the text ciphers have
already been reported by the different researchers. Some of
them are Simple Substitution cipher [5], Caesar Shift Cipher
[6], Vigenere cipher [7], Hill cipher [8], Affine cipher [3, 9,
10] etc. While choosing the method of text encryption, one
needs to think about the possibilities of these encryptions to
be broken using cryptanalysis. Ciphertext-only, Known-
plaintext, Chosen-plaintext, Chosen-ciphertext and related-
key models are commonly used by the cryptanalyst. One has

Today, we are living in the era of technology and internet.
The Internet is the method to connect various computers for
sharing information and data. Security of these data and
information is the most important point to consider. Numbers
of security issues are increasing with increasing use of
internet technologies also. The user of cloud computing face
this issue and become the victim of the security issues. Even
cloud providers are also suffered from the same. Text
cryptography plays an important role in securing the
messages sent from one end to the other. In text
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to think from the point of view of a cryptanalyst to prevent
encrypted data from hacking. Encryption for Hindi plaintext
has not been extensively studied because an inbuilt Hindi
typing facility was not there, earlier in our operating systems
(OS). Nowadays Hindi fonts and typing features are available
in the Windows (OS) itself.

In this article, a modified Affine ciphering technique has
been used to encrypt a text given in the Hindi language. For
this the manually retrieved the number associated with each
character of Hindi language in Matlab 2016 have been used.
Total 76 different numbers associated to various Hindi
characters were found Matlab 2016.

2. Encryption and Decryption
Process
Function used for encryption

E(x) = (ax + b) mode m, where m is the size of the alphabet
and a & b are the key of the cipher. ‘a’ must be chosen in
such a way that m and a are co-prime [5, 6].

Function used for decryption [5, 6].

D (E(x)) =a" (E(x) — b) mod m

=a"' (((ax + b) mod m) — b) mod m

=a"' (ax +b—b) mod m

=a"' (ax) mod m

=x mod m

Where m = 76 (as 76 characters are used).
a’'= inverse modulo of a.

Example encryption

Let a=3, b=5

Plaintext: - @ ,Number mapping (x): - 54 (Table 1)
For encryption: - E(x) = (ax + b) mode m
= (3*54+5) = 167

=mod (167, 76) = 15

Ciphertext: - 3T

For decryption:-

D (E(x)) =a" (E(x) — b) mod m
=51 (167 —-5)=8262

=mod (8262, 76)

=54

Decrypted Text: - &

3. Complexity Analysis

Affine cipher is very old and popular method to encrypt a
text message. Using this method anyone use to encrypt
English alphabets by assigning a number value of 0-25 to A-
Z respectively and then applying the specific algorithm to
encrypt. As per researchers towards this field is concerned, it
has been applied to English alphabets only but not on Hindi
devnagri alphabets till now. Using Hindi alphabet in affine
cipher technique of encryption has a major advantage over
using same in English alphabets that approximately 76
different alphabets are available in Hindi including ‘matras’.
Having more number of characters helps in increasing the
complexity of encryption. As total 76 characters can be used,
we have used modular of 76 instead of 26 as one of the
modification in traditional affine cipher techniques. Affine
cipher is a substitution cipher; therefore, cryptanalysts may
opt for frequency analysis for the decryption of hidden
messages. Mathematical expressions used in affine cipher
suggest that a cryptanalyst require 2 letters from the plain
text for doing back calculation to get the decrypted text.
Considering this point, have one key to a set of 4 letters is
given. As a result of that the number of keys required to
encrypt the text is increased and hence the complexity level
of the security also increased.

4. Security Analysis

Affine cipher is the strongest possible substitution cipher. In
general, the substitution ciphers are decrypted using the
frequency analysis. Usually, the concept of frequency
analysis is to identify the commonly used letters in the
ciphertext and try to replace them by the generally used
letters in the used language. The cryptanalysts, go for the
checking the number of possibilities and make the
substitution in the ciphertext. They study the possible
appearing words and based on that make more substitution.
For example, if a word “z” is coming frequently in the
ciphertext, they try to replace the same with the vowels like
‘a’, ‘e’, ‘1’, ‘0’, ‘u’ because these are mostly used in any
phrase.

Total 76 characters of Hindi language rather than using 26
alphabets of English are used. These number of characters
used makes it difficult for a cryptanalyst to decrypt the cipher
text.

Apart from that, we retain the liberty to set different keys
each time whenever going for encryption. Having this
property, this cipher system is may be free from ciphertext-
only attack.

During the ciphertext-only attack, the attacker has access
only to a number of encrypted messages. He has no idea what
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the plaintext data or the secret key may be. The goal is to
recover as much plaintext message as possible to guess the
secret key. After discovering the encryption key, it will be
possible to break all the other messages which have been
encrypted by this key.

In all, providing the different key set for the different ciphers,

make the above-mentioned process, difficult for the
cryptanalysts and our message will become secure.

The Affine cipher technique used for Hindi encryption has
more security as far as other attacks like chosen key attack,
Chosen — ciphertext attack, Brute Force attack, frequency
attack etc.

Table 1. Hindi alphabets and their numeric equivalent.

Alphabet Equiva‘lent Numb‘er Alphabet Equivz{lent Numb‘er Alphabet Equivz{lent Numb'er
numeric value  mapping numeric value  mapping numeric value  mapping

3 2306 0 S 2332 26 A 2358 52
£33 2307 1 El 2333 27 A 2359 53
<) 2308 2 of 2334 28 q 2360 54
A 2309 3 ) 2335 29 ? 2361 55
AT 2310 4 3 2336 30 2362 56
K 2311 5 ) 2337 31 2363 57
é 2312 6 < 2338 32 i 2364 58
3 2313 7 7 2339 33 2365 59
* 2314 8 d 2340 34 2366 60
ES 2315 9 g 2341 35 2367 61
) 2316 10 q 2342 36 2368 62
T 2317 11 g 2343 37 2369 63
ﬁ 2318 12 E 2344 38 2370 64
q 2319 13 Bl 2345 39 2371 65
Q 2320 14 q 2346 40 2372 66
AT 2321 15 % 2347 41 2373 67
3 2322 16 o 2348 42 2374 68
a 2323 17 H 2349 43 2375 69
3 2324 18 H 2350 44 2376 70
Ed 2325 19 q 2351 45 2377 71
o 2326 20 I 2352 46 2378 72
T 2327 21 I 2353 47 2379 73
Ll 2328 22 Nl 2354 48 2380 74
g 2329 23 o 2355 49 ey 2381 75
= 2330 24 ) 2356 50

B 2331 25 El 2357 51

Table 2 expressed the step wise encryption using affine
cipher technique for Hindi plaintext. It can be observed from
the table that we have the liberty of using 2 different keys in
various section of the plaintext, which make ciphertext more
complex and hard to crack. In present example, total number
of keys used is 12. The plaintext used in this paper is “fe=t

gAM #1gwr” which contains total 21 characters including

space and matras. Encryption started with first four

characters. Keys chosen for first four characters i.e. “f&”
were 1 & 3 and “::%3” cipher text was retrieved. Similarly,

remaining parts of the plaintext were encrypted and finally
TR SR S as ciphertext.

achieve “i

Table 2. Section wise encryption using affine cipher technique.

Keys used Characters 1- 4 Characters 5 - 8 Characters 9 — 12

a 1 3 5

b 7

Plaintext fe=dt TRy

Ciphertext ATec) o 2RI SR

Keys used Characters 13 - 16 Characters 16 - 20 20+

a 7 11 13

b 11 13 17

Plaintext fewat gt AT fe=t et RIGKIR] fewdt gardy HIFHTST

Ciphertext 2 TRITY STIITRY SATaT TR ITE HTRT AT 2RI H|STRT SaHS Y
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Input 2 co prime (a, b) numbers as keys

v

Input the Hindi text to be encrypted

v

Dividing the input text into the groups of
4 characters (say ‘n’ groups)
(length of the last group <=n)

¥

Taking First Group into consideration
(m=1)

v

Converting each character of hindi into
an equivalent number in matlab as
series of x

¥

Assigning a number to different hindi
characters for Encryption using
E(x) = (ax + b) mode m

v

Converting E(x) into the character for
displaying the encrypted hindi text

v

For decryption
D (E(x)) = a* (E(x) — b) mod m
alisinverse modulo of a

v

Converting D((E(x)) into the character

v

Converting D(E(x))into the character for
displaying the encrypted hindi text

¥

m=m+1

if m>n

Figure 1. Flow chart explaining the algorithm used.

5. Conclusion

Most of the researchers are concentrating on ciphertext using
the English language. Because of the aforesaid reasons
cryptanalysts are also studying hard to crack the English
Ciphertext. There are numbers of regional languages which
can also be used for encryption. Hindi language is used as
encryption language because Hindi is our national language.
There are numbers of advantages of using Hindi in place of
English for encrypting plaintext. First of all, Total 76 different
characters are available in Hindi, which are almost thrice, what
is there in English. Having, the greater number of characters
increases the complexity of the ciphertext. Affine’s technique
is applied for encryption of Hindi text. Since the affine’s
technique is somehow a substitution technique, it can be
cracked using frequency analysis, hence entire plain text is
broken into a group of 4 characters. Affine cipher technique is
applied to these groups separately by giving different keys to
various groups. This again enhanced the complexity of the
ciphertext. In near future, we may apply the similar technique
for text cryptography for different regional language available.
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