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Abstract 

The network performance can be significantly enhanced when the network broadcast domain is segmented into separate Layer 

2 broadcast domains because, if a broadcast is not well contained in a network, it may lead to collision. Virtual local area 

network (VLAN) is a viable technology for broadcast containment in switched networks by logical segmentation. The network 

virtualization leads to ease of administration, confinement of broadcast domains, reduced broadcast traffic, as well as 

enforcement of security policies. This paper presents the benefits of network virtualization through the implementation of 

VLAN. Furthermore, practical application of VLAN for logical network segmentation based on job types is presented. 

Moreover, the implementation of an IEEE 802.1Q trunking protocol frame-tagging mechanism which enables multiple VLANs’ 

traffic between devices over the trunk link is considered. 
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1. Introduction 

A local area network (LAN) is a group of computers that are 

connected together in a small geographic area to 

communicate with one another through wired or wireless link 

and share resources such as printers and network storage [1]. 

The LAN is able to provide network services and 

applications to people within a common managerial structure 

such as home, office building, campus or region. There are 

different LAN standards such as the Ethernet, Token Ring 

and Wireless LAN that can be employed in a network, 

however, the Ethernet that is based on the IEEE 802.3 

technology and the Wireless LAN (Wi-Fi) which is based on 

the IEEE 802.11 technology are the most commonly used 

technologies. 

A LAN has various advantages such as reduction in 

operational costs by its ability to efficiently support 

multipoint-to-multipoint (MP2MP) services instead of 

relying on separate technologies, high system availability, 

minimized downtime, sharing of sensitive information 

securely and reliably over the network that can affect an 

organization’s productivity significantly [2], [3]. However, 

there is an issue with the LAN when different levels of 

security and access are required by different network groups 

in an organization. This segregation problem can be 

addressed by separating different network groups physically 

in the network. However, this approach is not cost effective 

and relatively difficult to manage as the network grows in 

size and thereby prevents network scalability [4]. 

Employment of Virtual Local Area Network (VLAN) to 

achieve network segregation has been observed as viable 

solution [5], [6]. Figure 1 shows a traditional approach to 

LAN segmentation. 

This paper investigates the network virtualization by the 
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implementation of the VLAN as well as its associated 

benefits. The VLAN concepts for switched networks and the 

obtainable improvement of network virtualization by the 

implementation of the VLAN are presented in Section 2. 

Also, static and dynamic ways of realizing the VLAN 

memberships are discussed in Section 3. Section 4 focusses 

on means of connecting with the VLAN and the associated 

VLAN traffic that can be carried by each link. The types of 

VLAN encapsulation that can be employed to convey data 

from multiple VLANs over the trunk links with emphasis on 

the most widely used IEEE industry-standard trunking 

protocol are discussed in Section 5. Section 6 presents 

practical application of VLAN for logical network 

segmentation based on job types and the implementation of 

an IEEE 802.1Q trunking protocol. Some concluding 

remarks are given in Section 6. 

 

Figure 1. Traditional LAN Segmentation. 

2. Virtual Local Area Network 
(VLAN) 

In networking, a LAN has a single broadcast domain and the 

traffic from a workstation reaches other workstations on the 

LAN through the broadcast [4], [7]. This is not desirable as 

certain classified information can be received by 

unauthorized parties. Also, if the broadcast is not well 

contained, it can lead to collision in the network [6]. 

Therefore, network managers normally prevent the 

broadcasts from leaving a LAN with the aid of routers. 

However, routers are more expensive and usually take more 

time to process the incoming data compared to switches. In 

the light of this, Virtual Local Area Network (VLAN) has 

been developed as an alternative solution to using routers to 

contain broadcast traffic within a LAN [4], [8]. Nevertheless, 

routers are employed in the VLAN topologies for broadcast 

filtering, address summarization and traffic flow management 

[8]. 

A VLAN is a switched network that is logically segmented 

based on features such as service requirement, workgroup 

and protocol or application requirement rather than on a 

physical or geographical proximity. With the implementation 

of VLAN, geographically dispersed workstations, servers and 

other peripheral devices used by a particular workgroup can 

be put on the same VLAN and communicate as if they are 

physically on the same location in the network [8], [9], [10]. 

This enables the network administrators to manage the 

network without the need for running new cables or making 

major changes in the network infrastructure. Therefore, 

VLAN addresses scalability, flexibility, security, and network 

management issues which are associated with the traditional 

LAN [5], [7], [9], [10], [11], [12]. 

 

Figure 2. VLAN based LAN segmentation. 

Devices on different switch ports can be assigned to different 

logical LANs with the help of VLAN. Also, switch in a 

network can be configured with multiple VLANs however, 

each switch port can be assigned to only one VLAN at a time. 

Each port of the switch that will be a member of a VLAN can 

be configured and the ports in the same VLAN are members 

of that particular VLAN. This configuration allows only ports 

that are in a VLAN to receive the broadcasts or information 
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that is destined for that specific VLAN and ports that are 

non-member will not receive the information [6], [13]. 

Furthermore, the workstation that is connected to a port on 

the switch will automatically have membership to the VLAN 

which the port is assigned and will not be able to 

communicate with workstations in different VLANs despite 

the fact that they are connected to the same physical switch. 

Consequently, this is a security measure to control traffic 

within the VLAN as well as load-balancing network traffic. 

Therefore, the broadcast traffic can be contained effectively 

with the VLAN and the inherent bandwidth wastage of the 

traditional switched networks is prevented. This results in 

system performance enhancement [8]. Figure 2 shows a 

VLAN based LAN segmentation. Furthermore, the VLAN 

membership is divided into three main categories which are 

based on port, MAC address, and protocol type [4]. 

3. VLAN Memberships 

There are two main ways by which the VLAN membership 

can be realized. The switch ports can be assigned to different 

VLAN in order to realize the membership [6]. This approach 

is known as static VLAN. Furthermore, the host devices’ 

MAC addresses can be assigned into a database and with the 

configuration of the switch, the host will be automatically 

mapped to the required VLAN. This approach is known as 

dynamic VLAN [11], [12]. In general, VLAN membership 

can be realized at different layer of the protocol stack, 

however, according to the 802.1Q standard, a network is 

limited to have 4096 VLANs and each switch is restricted to 

support 300-500 VLANs [5], [8], [14]. 

3.1. Layer 1 VLAN: Membership Based on 

Port 

 

Figure 3. Port based VLAN Membership. 

The physical layer VLAN membership is based on the ports 

on the switch that the workstations are connected to. This is a 

type of static VLAN in which the port number determines the 

associated VLAN [11]. This VLAN membership is relatively 

easy to set up and monitor as the ports can be configure 

manually or with the network management software [12]. 

However, user mobility from a part of the network to another 

has to be controlled so that the mobile user can plug the 

workstation to the port in the specified VLAN. For the 

mobile user to have access to the network in different 

location and from unassigned switch, the network manager 

need to reconfigure the VLAN association [4]. By default, all 

the ports on the switch are members of VLAN 1 which is 

referred to as the native VLAN [6]. A port based VLAN 

membership is illustrated in Figure 3 and the Port to VLAN 

mapping is presented in Table 1. 

Table 1. VLAN Membership Table with Port and VLAN Mapping. 

Port VLAN 

1 1 

2 2 

3 2 

4 3 

3.2. Layer 2 VLAN: Membership Based on 

MAC Address 

 
Figure 4. MAC Address based VLAN Membership. 

Table 2. VLAN Membership Table with MAC Address and VLAN Mapping. 

MAC Address VLAN 

00-14-E8-2B-96-3C 1 

00-14-B2-0C-23-45 2 

00-0A-95-9D-61-13 2 

00-17-A2-5B-73-42 3 

The data link layer VLAN membership is based on the MAC 

address of each workstation which is tied to the 

corresponding network interface card (NIC). With the help of 

intelligent management software, the MAC address can be 

used to create dynamic VLAN [12]. This approach addresses 

the issue of Layer 1 approach because, the switch, with the 

aids of the centralized VLAN management application, 

tracks the MAC addresses that belong to each VLAN and 

there is no need for reconfiguration to maintain the VLAN 

when the workstation moves. The required configuration is 

done automatically when the workstation is attached to 
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unassigned switch port by the VLAN management database 

that searches the MAC address and configure the switch port 

to the correct VLAN. However, this approach may not be 

feasible in a large network with so many workstations 

because the VLAN membership mapping will be highly 

demanding [4]. To address this problem, Cisco administrator 

normally use VLAN management Policy Server (VMPS) 

database to map MAC addresses to the corresponding 

VLANs [1], [7], [11], [12]. A MAC address based VLAN 

membership is depicted in Figure 4 and the MAC address to 

VLAN mapping is shown in Table 2. 

 

3.3. Layer 2 VLAN: Membership Based on 
Protocol Type 

This is also a dynamic VLAN assignment in which the data 

link layer VLAN membership is based on the protocol type 

field that is found in the Layer 2 header [4]. The protocol 

type to VLAN mapping is shown in Table 3.  

Table 3. VLAN Membership Table with Protocol and VLAN Mapping. 

Protocol VLAN 

IP 1 

IPX 2 

3.4. Layer 3 VLAN: Membership Based on 

IP Subnet Address 

 

Figure 5. IP Subnet Address based VLAN Membership. 

Table 4. VLAN Membership Table with IP Subnet Address and VLAN 

Mapping. 

IP Subnet Host Address Range VLAN 

204.15.5.0 1-30 1 

204.15.5.32 33-62 2 

204.15.5.64 65-94 3 

204.15.5.96 97-126 4 

In this approach, the VLAN membership is based on the 

Layer 3 header. The network IP subnet address can be used to 

classify VLAN membership [4], [6]. Furthermore, it is 

noteworthy that, the IP addresses are used only for the 

mapping and have nothing to do with the network routing. 

Also, the workstations can move without reconfiguring the 

network addresses. However, this approach requires more 

time because it takes relatively longer time to forward 

packets using Layer 3 information than using MAC addresses 

[4]. A subnet address based VLAN membership is depicted in 

Figure 5 and the mapping is shown in Table 4. 

3.5. Higher Layer VLAN 

The higher Layer VLAN membership is based on the higher 

Layer applications, services and the combination of both [4], 

[12]. In this approach, file transfer protocol (FTP) 

applications can be implemented on one VLAN while telnet 
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applications are employed on another VLAN. The Layer 1 

and Layer 2 VLAN memberships are defined by the 802.1Q 

standard while other VLAN membership approaches are 

proprietary [4]. Furthermore, there is need for connection of 

the workstations to their respective VLANs and the 

connection of different VLANs’ traffic between the network 

devices. 

4. VLAN Connection 

The frame in a switched environment are handled according 

to the type of links in which they are passing through which 

are categorized as access and trunk links [12]. These are links 

that connect workstations to the VLANs and multiple VLAN 

traffic between the network devices. An access link is 

normally assigned to a specific VLAN while trunk link is 

associated to all VLANs.  

4.1. Access Link 

An access link belongs to only one VLAN and carries the 

associated VLAN traffic. The access link is also known as 

the native VLAN of the port and it is use to connect end 

devices [12]. Devices that connect to the access link are 

unaware of the VLAN membership as they assume that they 

are in a broadcast domain. Due to the fact that the access link 

connection understands only standard Ethernet frames, the 

switch removes any VLAN information from the frame 

before sending it to the access link device. Furthermore, 

access link devices in a VLAN cannot communicate with 

devices in another VLAN [12]. 

4.2. Trunk Link 

A trunk link can carry multiple VLANs’ traffic and it is a 

point-point link that is used to connect switches to other 

switches or to routers or to servers. Unlike the access link 

that carries a VLAN traffic, many VLAN traffic can be 

transported between switches with a single physical trunk 

link [12]. Figure 6 shows how the access and the trunk links 

can be employed in a network. The hosts are connected to the 

access links to communicate with the switch and they can 

only access a VLAN to which the access links belong and for 

inter-VLAN communication, a router is required [1]. 

Moreover, the switch can communicate with all VLANS 

because they are connected by a trunk link. According to [1], 

for the number of nodes � in VLAN	�, and for the traffic 

from node � to � in the traffic matrix given by	��� , the total 

traffic of � is expressed as 

Γ
�� � ∑ ∑ ����
���

�
���                        (1) 

Also, intra-VLAN traffic � for VLAN	� is expressed as 

α
�� � ∑ ∑ ���� � �����
�����

�
���                   (2) 

 

Figure 6. Access and Trunk Links. 

5. VLAN Identification 

The trunk links are used to carry multiple VLANs’ traffic 

between devices over the same link. However, the switch 

needs additional information to know the VLAN that the 

traffic belongs to in order to forward the frame to those ports 

that belong to the specified VLAN, instead of forwarding it 

to all output ports of the switch as can be observed in a 

normal situation. The switch can determine the required 

VLAN that the traffic belongs to with the help of additional 

information known as VLAN identifier. The VLAN identifier 

is a tag that encapsulates the data. The frame with a tag 
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header is known as tagged frame [13]. Tagged frame conveys 

VLAN information across the network and this identification 

is what switches use to classify the VLAN that the frame 

belongs to [12]. 

There are two most common types of VLAN encapsulation 

that can be employed to convey data from multiple VLANs 

over the trunk links. The first one is the Cisco proprietary 

trunking mechanism known as Inter-Switch Link (ISL) 

which is a frame encapsulation method that adds a header to 

identify the VLAN [11]. Also, the most widely used one is an 

IEEE industry-standard trunking protocol named IEEE 

802.1Q which is a frame-tagging mechanism in which a 

VLAN identifier is added to the frame by inserting a tag at 

Layer 2 [13], [15], [16]. Being an open standard, IEEE 

802.1Q is normally employ in a network in which switches 

and other network devices are from different vendors [12]. 

The 802.1Q operates by using an internal tagging mechanism 

to insert a 4-byte tag field into the original Ethernet frame 

and then re-computes the frame check sequence (FCS) before 

the device send the frame over the trunk link [8]. The tag is 

removed at the receiving end where the frame is forwarded to 

the assigned VLAN. The 802.1Q inserts the tag field between 

the Source Address (SA) and Type/Length fields of the 

original Ethernet frame. This modification necessitates the 

need for the trunking device to re-compute the FCS on the 

tagged frame [8]. A typical IEEE 802.1Q Frame is depicted 

in Figure 7. 

 

Figure 7. IEEE 802.1Q Frame. 

 

Figure 8. Experimental Network Architecture. 
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6. Experimental 
Implementation Results and 
Analysis 

This section contains two sub-section in which the first sub-

section presents practical application of VLAN for logical 

network segmentation based on job types. Moreover, the 

second sub-section shows the implementation of an IEEE 

802.1Q trunking protocol frame-tagging mechanism which 

enables multiple VLANs’ traffic between devices over the 

trunk link. The network is made up of three multilayer 

switches with four VLAN membership. For simplicity, only 

the analysis for the end devices and VLANs in the first 

multilayer switch is presented. The network architecture 

employed is simulated using Cisco Packet Tracer, a graphical 

network simulator. The system topology is shown in Figure 8. 

6.1. Experiment 1: VLAN Network 

Segmentation 

This sub-section demonstrates how VLAN can be used to 

logically segment a network based on the job types. The 

workstations are connected to the switch as shown in Figure 

8. The aim of this demonstration is to create different VLANs 

according to the job types in Table 5 and to assign port 

membership to the respective VLANs. To demonstrate this, 

the default state of the switch is checked with show VLAN 

command to confirm that all ports are initially in the native 

VLAN as shown in Figure 9. Then, the switch is configured 

for the required VLANs as shown in Figure 10. Furthermore, 

the ports are then allocated to each VLAN according to Table 

5 as shown in Figure 11. The final VLAN status of the switch 

is depicted in Figure 12. 

Table 5. VLANs and the Job Types. 

VLAN  Name Port 

1 - FastEthernet 0/1 to FastEthernet 0/5 

2 Engineering FastEthernet 0/6  to FastEthernet 0/10 

3 Marketing FastEthernet 0/11 to FastEthernet 0/15 

4 Accounting FastEthernet 0/16 to FastEthernet 0/20 

5 Unused 
FastEthernet0/21 to FastEthernet0/24 

GigabitEthernet 0/1 and GigabitEthernet 0/2 

 

Figure 9. Default State of the Switch. 
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Figure 10. Switch Configuration for the required VLANs. 

 

Figure 11. Ports Allocation to the VLAN. 
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Figure 12. Final VLAN Status of the Switch. 

 

Figure 13. Gigabit Interface removal from Unused VLAN. 
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Figure 14. Trunking of Gigabit Interfaces. 

 

Figure 15. Status of the Gigabit Interfaces. 
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6.2. Experiment 2: IEEE 802.1Q Trunking 

This sub-section shows the implementation of an IEEE 

802.1Q trunking for multiple VLANs’ traffic between 

devices over the trunk link. To demonstrate this, the interface 

GigabitEthernet 0/1 and 0/2 are moved out of the unused 

VLAN created in the previous experiment to the native 

VLAN. The result is shown in Figure 13. Then, the 

encapsulation is implemented with the IEEE 802.1Q to 

enable multiple VLANs’ traffic between devices over the 

trunk link and the switchport mode of both gigabit interfaces 

are configure as trunk as shown in Figure 14. Also, the show 

trunk command is used to confirm the current status of both 

gigabit interfaces and the result presented in Figure 15 shows 

that both interfaces are in native VLAN and are using IEEE 

802.1Q trunking. 

7. Conclusions 

The traditional Local Area Network (LAN) has the ability to 

significantly reduce an organization operational costs 

because of its efficient support for multipoint-to-multipoint 

(MP2MP) services instead of relying on separate 

technologies. However, network segregation with the LAN is 

challenging when different levels of security and access are 

required by different network groups in an organization. 

Employment of Virtual Local Area Network (VLAN) for the 

network segregation has been observed as a viable solution 

because, it can effectively contain the broadcast traffic and 

prevent bandwidth wastage which is a drawback inherent to 

the traditional switched networks in order to enhance the 

system performance. Therefore, VLAN addresses scalability, 

flexibility, security, and network management issues that are 

associated with the traditional LAN. This paper presents 

practical application of network virtualization by the 

implementation of the VLAN for logical network 

segmentation based on job types. In addition, the 

implementation of an IEEE 802.1Q trunking protocol frame-

tagging mechanism is demonstrated. 
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