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Abstract

With the increasing number of digital image editing tools, it becomes an easy task to modify any digital image by any user

with any level of experience in image editing. One important type of digital images is the scanned documents as they can be
used as legal evidence. Therefore, some legal issues may arise when a tampered scanned document cannot be distinguished
from an authentic one. In this work we are proposing a novel technique to detect scanned documents tampering, this proposed
technique is based on the used scanner identification using features intrinsic to a data-generating sensor.
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1. Introduction

Forgeries are a very old problem. In the past it was limited to
art and literature but did not affect the general public.
Nowadays, due to the advancement of digital image
processing software and editing tools, an image can be easily
manipulated and modified [1]. It is very difficult for humans
to identify visually whether the image was modified or not.
There is a rapid increase in digitally manipulated forgeries in
mainstream media and on the Internet [2]. This trend
indicates serious vulnerabilities and decreases the credibility
of digital images. Therefore, developing techniques to verify
the integrity and authenticity of the digital images is very
important, especially considering that the images are
presented as legal evidences, as news items, as a part of
medical records, or as financial documents. In this sense,
image forgery detection is one of the primary goal of image
forensics [3, 4].

In today’s digital world securing different forms of content is
very important in terms of protecting copyright and verifying
authenticity [5, 6, 7]. One example is watermarking of digital
audio and images. We believe that a marking scheme
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analogous to digital watermarking but for documents is very
important [8]. Scanned documents are direct accessory to
many criminal and terrorist acts. Examples include forgery or
alteration of scanned documents used for purposes of identity,
security, or recording transactions. In this case, the ability to
identify the device used to scan the material in question
would provide a valuable aid for detecting any forged regions
in this document especially when the forgery is applied by
adding external content to the scanned documents [9].

There are various levels at which the image source/sensor
identification problem can be addressed [10]. A number of
robust methods have been proposed for source scanner
identification. In [12], techniques for classification of images
based on their sources: scanner, camera and computer
generated images, are presented. Sensor pattern noise can be
successfully used for source camera identification and
forgery detection [11, 13]. Also, source scanner identification
for photographs can be done using statistical features of
sensor pattern noise [14]. All these methods for source
scanner identification focused on scanned versions of
photographs and not on scanned versions of printed text
documents. Since the methods utilising sensor pattern noise
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for source identification mainly use Photo- Response Non-
uniformity (PRNU) as the sensor’s signature and the PRNU
is almost absent in “saturated” regions of an image [13]. In
[15] authors proposed a method to identify the scanner used
to scan a text document depending on the use of texture
analysis. In this paper we present a method for verifying the
authenticity of scanned documents, that have been captured
by flatbed desktop scanners, using texture features based on
the work in [15].

2. The Proposed System

Figure 1 shows the block diagram of the proposed scanned
document authenticity detection system. Given a scanned text
document digital image, henceforward referred to as the
tested scanned document, our proposed system is supposed to

Extract Characters
and Divide into Non-
Overlapping Blocks

(N X N)

Scanned

Document

decide if this tested scanned document is a forged or an
authentic one.

Starting with a tested scanned document, the system will
begin by extracting all the letter “e”’s in the document, as it is
the most frequently occurring character in the English
language. Next, the system will extract a set of features from
each group of n, characters (“e’s”), then it will form a feature
vector for them by dividing the tested scanned document into
non-overlapping blocks of size NxNpixels. A different set of
features are extracted from each of these blocks. Each of
these feature vectors are then tested and classified separately
using Support Vector Machine (SVM) classifier, which will
decide whether the tested scanned document image an
authentic or a tampered one.
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Figure 1. Block Diagram of the Proposed Scanned Document Authenticity Detection.

3. Graylevel Co-occurrence
Matrix (GLCM)

Scanned documents are differ than scanned images in the
way in which colors are distributed across their pixels,
scanned documents generally lack presence of continuous
tones and are dominated by “saturated” pixels. That is, most
of the pixel values are either close to zero or are close to 255
[16]. This makes it very difficult to accurately use the type of
signatures described in earlier source camera forensics
techniques [13]. Our proposed forgery detection system is
developed based on the identification of the scanner used to
scan the tested scanned document, as this technique depends
on identifying the signature of the scanner. It is observable
that the quality of edges of characters in scanned documents
will vary according to the scanner used in the scanning
process. In more details, high resolution scanners produce
more solid black lines characters with sharper edges, while
low resolution scanners produce characters represented by
black lines consisting of variations from black to higher
graylevels, and the edges of these characters will be more
gradual. These differences will result changes in texture
features. Focusing on the scanned “e”s, differences in the
extracted texture features can be quantified. For documents

scanned at low resolution such as 200dpi, each character is
very small, about 15 x 20 pixels and is non-convex [16], this
causes some difficulties in filtering the scanned image in
either the pixel or transform domain. In addition to the type
of the scanner sensor, the direction of scanning process can
produce specific textures as it can cause vacillation of
graylevel in the scanned characters. These textures extracted
from the fluctuation in graylevel can be represented by
GrayLevel Co-occurence Matrix (GLCM), and they are very
robust for identifying scanned documents, and therefore, they
are very robust for detecting tampered regions on the scanned
documents. In our experiments, to bypass the problem of
small size scanned characters, we use a group of 100 “e”
characters to be able to produce the GLCM.
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Figure 2. Scanned image for the character “e”.
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In this proposed work, we suppose that the scanned
document texture is related to the direction of the scanning
process. Figure 2 shows the scanned image of the character
“e”, features are extract form /mg(i, j). The region of interest
(ROI) is the set of all pixels within the rectangular bounding
box around the character, the open source OCR “ocrad” [17]
is used to determine this ROI.

Equation (1) shows how to calculate GLCM for the ROI
mentioned above depending on four parameters, the number
of occurrences of pixels with graylevels n and m with a
separation of (dr, dc) pixels (Figure 2). In our work, we
choose dc =0 and dr =1 to generate the scanned character
features.

For each one of the scanned and extracted “e” letter, a
GLCM matrix is calculated, then an average

GLCM is calculated for each group of “e” s.

glem(n,m,dr,dc) =
Z(i,j),(i+dr,j+dc)€ROI 1{I‘mg (i,j))=n,Img(i+dr,j+dc)=m} (1)

glcmisotropic (n,m) =
Yir=-1X' ac=-1 glem (n,m,dr,dc) (2)
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Equations (2) and (3) show how to calculate an isotropic
graylevel difference histogram (GLDH) or each block of
NxN pixels. which is used to extract another 246 features,
these features are used with the 22-texture features extracted
from GLCM to identify the signature of the scanner used. In
equation (3), we choose k£ to be in the range (10.255), as
lower values will correspond to completely white or
completely black regions which will not be useful in
identifying the signature of the scanner used. Moreover, the
isotropic GLDH in (3) is normalised to one, then it can be
used to identify the scanner.

Hence, given a tested scanned document of size WxH pixels,
we get 22-features from each group of letter of “e”, 22-
GLCM features from each of blocks of size NxN, and 246-
isotropic GLDH features from each block of size NxN pixels.
Combining these features together will lead to the final
decision about whether the tested document is an authentic or
a forged one.

4. Experiments

In our experiments, we need to generate a test and train
dataset by scanning 20 different test documents using two
different scanners at 200dpi and 300dpi resolution with 8
bits/pixel (grayscale), afterward we made several different

modifications on these scanned documents using Adobe
Photoshop, these modifications include: adding some text
using text tool in Photoshop, erasing some text using eraser
tool in Photoshop, and copying scanned text from another
scanned document to the targeted one.

Three separate classifiers (LDA + SVM) are trained for each
class of features, namely GLCM features from groups of “e”
s, GLCM features from each of the blocks of size NN pixels,
and isotropic GLDH features from each of the blocks of size
NxN pixels. Results show that the accuracy for classifying
tested documents is over 90%. This indicates that it can be
very reliably to use the features used to indicate source
scanner in scanned document tampering detection process.

5. Conclusion

In this paper we proposed a method for detecting scanned
text documents forgery, this detection method is based on
source scanner identification by using texture features. As
shown by the experiments, the proposed method is robust to
JPEG compression and gives over 90% detection accuracy.
The proposed features are also robust to the document
tampering techniques, as detection process gives good results
regardless the applied modification technique.
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